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Task 1: Secure VPC Setup & Architectural Design
Activity 1.1: VPC Setup and Configuration
Created first VPC named SecureBank-Sydney-VPC
v VPC | ap-southeast-2 x  + = O X
< & 25  https://ap-southeast-2.console.aws.amazon.com/vpcconsole/home?region=ap-southeast-2#VpcDetailsVpcld=vpc-.. W } 3t @ . :
g8 [ wewfolder [ Newfolder [\ Adobe Acrobat Home N Free 4K Stock Video.. @ External Resources  [@) Top PTE Training Ins... R PTE tips - warunima... »

resi@ | B & @ 0@

e VPC > YourVPCs » wvpe-0d5f27079b971656e

VPC dashboard

AWS Global View |2

Asia Pacific (Sydney) v

genistudent60

®

a Y
< @ You successfully created vpc-0d5f27079b971656e / SecureBank-Sydney-VPC X

| Filter by VPC

v |

Details info

vpc-0d5f27079b971656e / SecureBank-Sydney-VPC

¥ Virtual private cloud VPCID State Block Public Access DNS hostnames

Your VPCs I vpc-0d5f27079b97165 () Available (@ off Disabled

6e
Subnets Tenancy DHCP option set Main route table
Route tables DNS resolution default dopt-0596c5347901e4d05 rth-037e7f1bf44db77dd

Enabled
Internet gateways Default VPC 1Pv4 CIDR IPv6 pool
Egress-only internet Main network ACL No 10.0.0.0/16 -
gateways acl-0453a0a1e89fe23ch

Network Address Usage Route 53 Resolver DNS Owner ID

DHCP option sets IPv6 CIDR (Network metrics Firewall rule groups [0) 953305038422
Elastic IPs Disabled -

Managed prefix lists
NAT gateways
Peering connections

Route servers

border group)

Encryption control ID

Encryption control mode

Resource map CIDRs Flow logs Tags Integrations
¥ Security
Network ACLs .
Resource map info P Show all details
Security groups
¥ PrivateLink and Lattice VPC Subnets (0)

Getting started

E] CloudShell

Feedback
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Your AWS virtual network

B console Mobile App

© 2026, Amazon Web 5

Subnets within this VPC

Inc. or its affili

Privacy Terms

Cookie preferences
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Created second VPC named SecureBank-Singapore-VPC
A4 VPC | ap-southeast-2 x  + = O x
<« & 23 https://ap-southeast-2.console.aws.amazon.com/vpcconsole/home?region=ap-southeast-2#VpcDetails:Vpcld=vpc-... ¥r 3 St @ . :
g8 [ Newfolder [ MNew folder [JAY Adobe Acrobat Home ﬁ Free 4K Stock Video... ¥ External Resources [';:'] Top PTE Training Ins... ﬁ PTE tips - warunima... »

nesl@ | B & @ 0 0@

Asia Pacific (Sydney) v genistudent60

e VPC > YourVPCs » wvpe-0d5f27079b971656e

VPC dashboard

AWS Global View |2

®

E‘

r Y
< @ You successfully created vpc-0d5f27079b971656e / SecureBank-Sydney-VPC X

| Filter by VPC

v |

Details info

vpc-0d5f27079b971656¢e / SecureBank-Sydney-VPC

¥ Virtual private cloud VPCID State Block Public Access DNS hostnames

Your VPCs I3 vpc-0d5f27079b97165 (&) Available ( off Disabled

6e
Subnets Tenancy DHCP option set Main route table
Route tahles DNS resolution default dopt-0596c5347901e4d05 rth-037e7f1bf44db77dd

Enabled
Internet gateways Default VPC IPv4 CIDR IPv6 pool
Egress-only internet Main network ACL No 10.0.0.0/16 -
gateways acl-0453a0a1e89fe23cb

Network Address Usage Route 53 Resolver DNS Owner ID

DHCP option sets IPv6 CIDR (Network metrics Firewall rule groups [5) 953305038422
Elastic IPs border group) Disabled -

Managed prefix lists
NAT gateways
Peering connections

Route servers

¥ Security
Network ACLs

Security groups

¥ PrivateLink and Lattice

Getting started

Feedback

[3J cloudshelt
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Encryption control ID

Resource map CIDRs

Resource map info

VPC

Your AWS virtual network

D Console Mobile App

Encryption control mode

Flow logs Tags

© 2026, Amazon

Integrations

Subnets (0)
Subnets within this VPC

Web Sery Inc. or its affiliates.

(® Show all details

Privacy ~ Terms

Cookie preferences

Page 4 of 28



UOOBEE COLLEGE
OF CREATIVE
Vv INNOVATION

Created subnets in both VPCs

v subnets | VPC| ap-southeast-1 X + — ] X
< 6] 25 https://ap-southeast-1.console.aws.amazon.com/vpcconsole/home?region=ap-southeast-1#subnets:subnetid=subnet-0... b d 8 \i: . :
o3 [ Newfolder [ New folder J4) Adobe Acrobat Home  Wg Free 4k stock Video.. @) External Resources  [®) Top PTE Training Ins... Rt PTE tips - warunima... »

® 2] Q ®@ o Asia Pacific (Singapore) v

e VPC > Subnets @ ® &

@ You have successfully created 1 subnet: subnet-052fbdccf5e4def39 X

VPC dashboard <

i © =
AWS Global View .2 Subnets “ ) Info less than a minute ago Actions ¥ c subnet
)

\’ Q| Find subnets by attribute or tag

|’ Filter by VPC v |

[ Subnet ID : subnet-052fbdccf5e4def39 | X} ( Clear filters ) 1 @
Virtual private cloud

4

Your VPCs [J | Name v | SubnetID v | State v | vPC

Subnets ) 101.1.0/24 subnet-052fhdccf5eddef39 @ Available vpc-05c0de88f8
Route tables 4 G »
Internet gateways

Egress-only internet
gateways

DHCP option sets

Elastic IPs

Managed prefix lists Select a subnet 8 v
NAT gateways

Peering connections

Route servers

¥ Security
Network ACLs

Security groups

¥ PrivateLink and Lattice

Getting started

CloudShell Feedback B console Mobile App Privacy Terms Cookie preferences

v subnets | VPC Console x + = (m) X
< €] 2% hitps://ap-southeast-1.console.aws.amazon.com/vpcconsole/home?region=ap-southeast-1#subnets:subnetid=subnet-0.. ¥ b} & . :
o8 [ nNewfolder [ Newfolder [FaY Adobe Acrobat Home  WE) Free 4k Stock video.. @) External Resources [ Top PTE Training Ins..  Jige PTE tips - warunima.. »

1@ E] ﬂ @ 551 Asia Pacific (Singapore) v

genistudent60

e VPC > Subnets = © &

a
VPC dashboard < @ You have successfully created 1 subnet: subnet-Ob804caab5f274ea7 X
Last updated
Subnets (1) . e @) Cactos ) (R
)

\4 Q, Find subnets by attribute or tag

\4 Filter by vPC v ‘\

[ Subnet ID : subnet-O0b804caab5f274ea7 | X] ( Clear filters ) 1 oy
Virtual private cloud

4

Your VPCs ()| Name v | SubnetID v | state v | vpc

Subnets [} singapore-Public-Subnet subnet-0b804caab5f274ea7 @ Available vpc-0a91a9dalc
Route tables 4 G »
Internet gateways

Egress-only internet
gateways

DHCP option sets
Elastic IPs

Managed prefix lists
NAT gateways
Peering connections

Route servers

¥ Security
Network ACLs

‘ Security groups

¥ PrivateLink and Lattice

Getting started Select a subnet ~

E] CloudShell Feedback B console Mobile App Privacy Terms

ie preferences
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Attached Internet Gateways to both VPCs

~ VPC | ap-southeast-2 X+ - ] X
< C 25 https;//ap-southeast-2.console.aws.amazon.com/vpccensole/home?region=ap-southeast-2#InternetGateway:intern... ¥ &3 s g . ]
o3 [ New folder [ New folder [J4Y Adobe Acrobat Home W) Free 4K Stock Video.. @ Extemal Resources [ Top PTE Training Ins... R PTE tips - warunima... »

VPC dashboard < @ The following internet gateway was created: igw-00e4d6696819230f6 - Sydney-IGW. You can X

now attach to a VPC to enable the VPC to communicate with the internet.

s dlobalview 2 jgw-00e4d6696819230f6 / Sydney-IGW

| Fitter by vPC v |
Details info

<

Virtual private cloud

Internet gateway ID State VPCID Owner

[0 igw-00e4d6696819230 © Detached - [0 953305038422
Subnets fo

Your VPCs

Route tables

Internet gateways
Tags (1)
Egress-only internet N

gateways ‘; Q, Search tags ) 1 @

DHCP option sets Key | value |
Elastic IPs Name Sydney-IGW

Managed prefix lists

NAT gateways

Peering connections

Route servers

¥ Security
Network ACLs

Security groups

¥ PrivateLink and Lattice

Getting started

[J Cloudshell  Feedback [ Console Mobile App Terms  Cookie preferences

v VPC | ap-southeast-1 x  + - m] X
< c 25  httpsy//ap-southeast-1.console.aws.amazon.com/vpcconsole/home?region=ap-southeast-1#InternetGateway:internetGat... ¥ & & . :
a3 [ Newfolder [ Newfolder [y) Adobe Acrobat Home 7] Free 4k Stock Video.. @ External Resources [ Top PTE Training Ins... 8 PTE tips - warunima... »

@ | B Q @ @  AasaPacfic(singapore) v

genistudent60

a
The following internet gateway was created: igw-030cb537d70fb2c6a - Singapore-IGW. You can
VPCdashboard < @ 9 Intemet gateway ow-030cb557e70f%; =P x
now attach to a VPC to enable the VPC to communicate with the internet.
AWS Global View 12 : .
, || igw-030cb537d70fb2c6a / Singapore-IGW
| Fitter by vPC v |
. . Details i
¥ Virtual private cloud me
v VPG Internet gateway |D State VPCID Owner
ourvPts IE igw-030cb537d70fb2c6 () Detached - 5 953305038422
Subnets a
Route tables
Internet gateways
Tags (1)
Egress-only internet p \
gateways | Q search tags ) 1 @
DHCP option sets Key | value |
Elastic IPs Name Singapore-IGW
Managed prefix lists
NAT gateways
Peering connections
Route servers
¥ Security
Network ACLs

‘ Security groups

¥ PrivateLink and Lattice

Getting started

loudshell ~ Feedback  [¥ Console Mobile App Privacy Terms  Cookie preferences
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Configured Route Tables

~ VPC | ap-southeast-2 x  + — O £
< C 25  hitps;//ap-southeast-2.console.aws.amazon.com/vpcconsole/home?region=ap-southeast-2#RouteTableDetails:Rou...  ¥r o KN . :
g8 [ Mewfolder [ Newfolder [4Y Adobe Acrobat Home — WE) Free 4k Stock Video.. @ External Resources @) Top PTE Training Ins...  Jifé PTE tips - warunima... »

1@ | B L @ @  AsiaPacific(Sydney) v

VPC dashboard <
AWS Global View 2 rtb-061c0638ca9b9adc8 / Sydney-RT

|’ Filter by VPC v ‘

e VPC > Routetables > rtb-061c0638ca9b9adc8 ® &

Details info

¥ Virtual private cloud
Vour VPC: Route table ID Main Explicit subnet Edge associations
our vEes I0) rtb-061c0638ca9b%adc 0 No associations -
Subnets 8 -
R b Owner ID
oute tables VPC [F) 953305038422
Internet gateways vpc-0d5f27079b971656¢€ |
Egress-only internet SecureBank-Sydney-VPC
gateways
DHCP option sets Routes Subnet associations Edge associations Route propagation Tags
Elastic IPs
Managed prefix lists Routes (1) | Both ¥
NAT gat - = )
gateways | QU Filter routes |
Peering connections ) L. ) ..
Destination v | Target v | Status v Propagated v | Route Origin v |
Route servers
10.0.0.0/16 local @ Active No Create Route Table
¥ Security

Network ACLs

Security groups

¥ PrivateLink and Lattice

Getting started

[J CloudShell  Feedback  [¥ Consale Mobile App Privacy  Terms  Cookie preferences
~ VPC | ap-southeast-1 x  + - ] X
< €@ % https//ap-southeast-1.console.aws.amazon.com/vpcconsole/home?region=ap-southeast-1#RouteTableDetailsRouteTabl. ¢ &} = &, @ ¢

og [ Mewfolder [ Newfolder [y Adobe Acrobat Home Free 4K Stock Video.. @ External Resources [ Top PTE Training Ins... %t PTE tips - warunima... »

® B a @ 1] Asia Pacific (Singapore) v udent60

e VPC > Routetables > rtb-08a9e76c5d01354e5 ® &

vec dashborrd < |
AWS Global View (2 rth-08a9e76c5d01354e5 / Singapore-RT

|’ Filter by VPC v \

Details info

¥ Virtual private cloud

our VPG Route table ID Main Explicit subnet Edge associations
ourvees [0) rtb-08a9e76c5d01354e [0 No associations -
Subnets 5 -
R bl Owner ID
oute tables VPC 5] 953305038422
Internet gateways vpc-0a91a9da0c759dc72 |
Egress-only internet SecureBank-Singapore-VPC
gateways
DHCP option sets Routes Subnet associations Edge associations Route propagation Tags
ElasticIPs
Managed prefix lists Routes (1) “ Both v “
NAT gateways \’ Q, Filter routes ‘\ 1 3
Peering connections ) L. i
Destination v | Target v | Status v Propagated v | Route Origin v |
Route servers
10.1.0.0/16 local @ Active No Create Route Table

¥ Security

Network ACLs
‘ Security groups
¥ PrivateLink and Lattice

Getting started

@ Cloudshell Feedback B console Mobile App Privacy Terms Cookie preferences
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Added routes to allow internet access

v VPC | ap-southeast-2 x  + - O 5
< G % https//ap-southeast-2.console.aws.amazon.com/vpcconsole/home?region=ap-southeast-2#RouteTableDetailsRou.. ¥ £ & @ @ ¢
og [ Newfolder [ Newfolder [\ Adobe Acrobat Home &) Free 4K Stock Videa.. @ External Resources [#) Top PTE Training Ins..  §4 PTE tips - warunima... »

(Sydney) v

a
Updated routes for rtb-061c0638ca9b9adc8 / Sydney-RT successfull;
VPC dashboard < © Updated ydney y
» Details
AWS Global View 12
|| rtb-061c0638ca9h9adc8 / Sydney-RT
| Filter by vPC v |
¥ Virtual private cloud .
Details info
Your VPCs
Route table ID Main Explicit subnet Edge associations
Subnets 0 rtb-061c0638ca9b9adc I8 No associations -
Route tables 8 -
Owner ID
Intemet gateways vPC IF] 953305038422
Egress-only internet vpc-0d5f27079b971656e |
gateways SecureBank-Sydney-VPC
DHCP option sets
ElasticIPs Routes Subnet associations Edge associations Route propagation Tags
Managed prefix lists
NAT gateways Routes (2) [ Both ¥ |
Peering connections " Q, Filter routes " 1 @
Route servers ) L '
Destination v | Target v | Status v | Propagated v
v Security 0.0.0.0/0 igw-00e4d6696819230f6 @ Active No
Network ACLs 10.0.0.0/16 local @ Active No
Security groups P >

¥ PrivateLink and Lattice

Getting started

E] CloudShell Feedback B console Mobile App / 0 Privacy Terms ie preferences
v VPC | ap-southeast-1 x  + - a X
¢« C % hitpsy//ap-southeast-1.console aws.amazon.com/vpcconsole/home?region=ap-southeast-14RouteTableDetailsRouteTabl... ¥¢ £} &, @
o3 [ Mewfolder [ New folder [yY Adobe Acrobat Home N Free 4K Stock Video... @ External Resources [ Top PTE Training Ins... Y PTE tips - warunima... »

a
Updated routes for rth-08a9e76c5d01354e5 / Singapore-RT successfull,
VPC dashboard < O e e :
etails
AWS Global View 12 .
e rtb-08a9e76c5d01354e5 / Singapore-RT v
| Fitter by veC v |
¥ Virtual private cloud Detail
etails info
Your VPCs
Route table ID Main Explicit subnet Edge associations
Subnets I rtb-08a9%e76c5d01354e 0 No associations -
Route tables 5 -
Owner ID
Internet gateways VPC 5] 953305038422
Egress-only internet vpc-0a91a9da0c759dc72
gateways
DHCP opti t: S e 0
option sets Routes Subnet associations Edge associations Route propagation Tags
Elastic IPs
M: d prefix list: o )
anaged prefix lists Routes (2) (“Both v
NAT gateways p —
X . | Q Filter routes J 1 @
Peering connections . g
Route servers Destination v | Target v | Status @ | Propagated v | Route Origin v |
0.0.0.0/0 igw-030cb537d70... @ Active No Create Route
¥ Security
10.1.0.0/16 local @ Active No Create Route Table
Network ACLs
Security groups

¥ PrivateLink and Lattice

Getting started

[Z] CloudShell Feedback B console Mobile App

Privacy  Terms  Cookie preferences
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Launched EC2 instances in both regions

v [B ec2 instances | Cloudwatch |y X [ Launch aninstance |[EC2[ap-s: X + - O X

c 25 https://ap-southeast-2.console.aws.amazon.com/ec2/home?region=ap-southeast-2# aunchinstances: ¥ ) & . i

g3 [ newfolder [ mewfolder FyY Adobe Acrobat Home

) Free ak stock video.. @ External Resources @ Top PTE Training Ins... »

Asia Pacific (Sydney) v

= EC2 ) Instances > Launch aninstance o 5

>

@ Success

Successfully initiated launch of instance (i-092584550d0a6a23b)

¥ Launch log

Initializing requests @ Succeeded

Creating security groups @ Succeeded

Creating security group rules @ Succeeded

Launch initiation @ Succeeded

Next Steps

" Q, What would you like to do next with this instance, for example “create alarm” or “create bac ) 1 2 3 4 5 6 7 8 >
Create billing usage alerts Connect to your instance Connect an RDS database

To manage costs and avoid surprise bills, Once your instance is running, log into it Configure the connection between an EC2
set up email notifications for billing usage from your local computer. instance and a database to allow traffic
thresholds. flow between them.

Connect to instance |2
Create billing alerts |2 ( Connect an RDS database |2 )

Learn more |2

Create a new RDS database |2

() Cloudshell ~ Feedback  [¥ Console Mobile App Privacy  Terms  Cookie preferences
3 = ‘ - = ENG 947 pm -,

~ EC2 Instances | CloudWatch |2 X Bl Launchaninstance |EC2|ap-c X + - [m] X

< C % https//ap-southeast-1.console.aws.amazon.com/ec2/home?region=ap-southeast-T#Launchinstances: - n B I

g8 3 nNewfolder [ mewfolder [y Adobe Acrobat Home

Free 4K Stock Video.. @ External Resources [2] Top PTE Training Ins... »

] ()] o (6] e} Asia Pacific (Singapore) v

= EC2 > Instances > Launch an instance o7

@ Success

Successfully initiated launch of instance (i-093bbc 1bf684c4d9d)

» Launch log

Next Steps

‘ Q. What would you like to do next with this instance, for example “create alarm” or “create bac 1 2 3 4 5 6 7 8 >
Create billing usage alerts Connect to your instance Connect an RDS database

To manage costs and avoid surprise bills, Once your instance is running, log into it Configure the connection between an EC2
set up email notifications for billing usage from your local computer. instance and a database to allow traffic
thresholds. flow between them.

Connect to instance 12

Learn more |A

Create billing alerts |2

( Connect an RDS database | )

Create a new RDS database |2

Learn more |A

Create EBS snapshot policy Manage detailed monitoring Create Load Balancer

Create a policy that automates the Enable or disable detailed monitoring for Create a application, network

gateway or v

[ Cloudshell  Feedback [} Console Mobile App Privacy  Terms  Cookie preferences

ENG c 959 pm
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Configured Security Groups

~ B ec2 instances | Cloudwatch |2 X B SecurityGroup | EC2 | ap-south: X # Download history X |+ - O X
< c %5  https://ap-southeast-2.console.aws.amazon.com/ec2/home?region=ap-southeast-2#SecurityGroup:group-id=s... ~ ¥ o} . :
g8 [ Newfolder [ Newfolder [iY Adobe Acrobat Home ¥ Free 4K Stock Video... @ External Resources [ Top PTE Training Ins... »

19 | B &4 O @

Asia Pacific (Sydney) v genistudent&0

a a
EC2 ¢ @ Inbound security group rules successfully modified on security group (sg-04ade8de0c1257f5d |

Sydney-5G1)
Dashboard » Details

AWS Global View |2

sg-04ade8de0c1257f5d - Sydney-SG1

Events
| w Instances Details
Instances Security group name Security group ID Description VPCID
Instance Types 0] Sydney-SG1 I0] sg-04ade8de0c125 [0 launch-wizard-2 cre vpC-
7f5d ated 2026-03-24T08:4 0d5f27079b971656e
Launch Templates 2:31.8227 2

Spot Requests
Outbound rules count

1 Permission entry

Inbound rules count
2 Permission entries

Owner

Savings Plans I0) 953305038422

Reserved Instances

Dedicated Hosts

4 Inbound rules Qutbound rules Sharing VPC associations Related resc >

Capacity Reservations

Capacity Manager New

¥ Images Inbound rules (2) @ Manage tags Edit inbound rules
AMIS \ Q. Search \ 1 o]
AMI Catalog . ’
J Name v Security group rule ID @ | IP version v | Type

¥ Elastic Block Store N

- sgr-07c85ce098ac65dfa IPv4 SSH

Volumes —

sgr-Obdc2619a8c3405e1 IPv4 AlLICMP - IPv4

Snapshots

4 >

Lifecycle Manager
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Activity 1.2: Architectural Diagram

‘ ‘)
E Public Subnet @@ ' ) @@ Public Subnet i
| Interfet Gateway Intermnet Internet Gateway |
i EC2 Instance (Linux) i EC2 Instance (Linux) i
! I — i i

How This Design Protects SecureBank Assets

When | started designing the architecture for SecureBank, my main focus was not just making the
connection work, but making sure the data stays protected at all times. Since this is a banking
environment, even a small mistake in network design can expose sensitive financial information.
To begin with, | created two completely separate VPCs for Sydney and Singapore. | used different
CIDR ranges for each VPC to avoid any overlap. This is important because overlapping IP ranges can
cause routing issues and may even lead to data being sent to the wrong location. By keeping them
separate, | ensured a clean and controlled network structure.
Another important decision | made was to isolate resources using subnets. Even though this is a
simple setup, | still followed the idea of separating components logically. This helps in future scaling
and also reduces risk if one part of the system is compromised.
For security, | paid special attention to Security Groups. In many lab setups, it is common to allow
access from anywhere just to make things easier. However, | avoided using 0.0.0.0/0 unless
absolutely necessary. Instead, | restricted SSH access to only my own IP address. This means that
even if someone discovers the public IP of the EC2 instance, they cannot attempt to access it.
The Internet Gateway was attached to both VPCs, but | made sure it is only used where necessary.
The main purpose here is to allow controlled communication and support the VPN setup later.
Internal communication is not dependent on the public internet, which improves security.
Another important part of the design is that both VPCs are isolated environments. Even if one
region is compromised, the attacker cannot directly access the other region. This creates an
additional layer of protection for SecureBank.
Overall, this architecture follows a simple but effective security approach:

e [solate environments using separate VPCs

e Control access using Security Groups
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e Avoid unnecessary public exposure

e Prepare the network for secure VPN communication

From this setup, | understood that security is not about adding more services, but about designing
the network correctly from the beginning. Even a basic VPC design can provide strong protection if
done properly.

Task 2: VPN Tunnel Configuration

Activity 2.1: VPN Gateway Setup

Created Virtual Private Gateway (VGW) in Sydney VPC

v WPC | ap-southeast-2 X + = O x
<« c 23 https://ap-southeast-2.console.aws.amazon.com/vpcconsole/home?region=ap-southeast-2#\pnGateways: % ¢ &3 &, .
B [ Newfolder [ Newfolder F4] Adobe Acrobat Home W) Free 4K Stock Video.. @ External Resources  [# Top PTE Training Ins.. g PTE tips - warunima... »

[Alt+S] @ B a @ {1} Asia Pacific (Sydney) v

e VPC » Virtual private gateways @ ® B
'Y
You successfully attached ~0eab512b0ab5beb1e / Sydney-VGW to vpc-0d5f27079b971656e.
VPC dashboard < R T / Sydney vpe X

WS Global View 12 Virtual private gateways (1) o © e e g ey
J 1 @

| Q, Find resource by attribute or tag

|’ Filter by VPC v |

Name £ % | Virtual private gateway ID v | state | VvPCattachment state

¥ Virtual private cloud
Sydney-VGW vgw-0eab512b0ab5beble @ Available @ Attaching

Your VPCs

Subnets
Route tables
Internet gateways

Egress-only internet
gateways

DHCP option sets
Elastic IPs Select a virtual private gateway @ v
Managed prefix lists

NAT gateways

Peering connections

| Route servers

¥ Security
| Network ACLs

Security groups

| ¥ PrivateLink and Lattice

| Getting started

E] CloudShell Feedback [ console Mobile App © 2026, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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Created Customer Gateway (CGW)

R VPC | ap-southeast-2 x + = o X
< c 25  https://ap-southeast-2.console.aws.amazon.com/vpeconsole/home?region=ap-southeast... % D . Relaunch to update *
EE [ mewfolder [ Newfolder [y Adobe Acrobat Home Na) Free 4K Stock video... @ External Resources  [%) Top PTE Training Ins... »

N - 1 o -
[Alt+S] 8} L (©) 83 Asia Pacific (Sydney) v J——.

e ﬂ > Customer gateways @ @ LT'_
r
Service networks @ You successfully created cgw-0788b4902d0d5142¢ / Sysney-CGW. X

Lattice services -
Customer gateways (1) info © Create customer gateway

Resource configurations

Resource gateways I: Q, Find resource by attribute or tag ‘| 1 3
Target groups Name 2 ¥ | Customer gateway ID v | State v | BGPAS
Domain verifications New ( Sysney-CGW cgw-0788b4902d0d5142¢ @ Available 65000
v DNS firewall 1 —— >
Rule groups
Domain lists
¥ Network Firewall
Firewalls
Firewall policies Select a customer gateway 8 v
Network Firewall rule
groups

TLS inspection
configurations

Network Firewall resource
groups

VPC endpoint associations
¥ Virtual private

network (VPN)

Customer gateways

Virtual private gateways v

@ CloudShell Feedback [ console Mobile App Privacy Terms Cookie preferences

© 2026, Amazon Web Services, Inc. or its affiliates.
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Created Site-to-Site VPN connection

Y VPC | ap-southeast-2 x + = (] X
< c 2% https://ap-southeast-2.console.aws.amazon.com/vpcconsole/home?region=ap-southeast... ¥¥ 3 . Relaunch to update &
g3 [ MNewfolder [ Newfolder [FyY Adobe Acrobat Home W& Free 4K Stock Video... @) External Resources  [® Top PTE Training Ins... »

Albac 1 . -
[Alt+S] E] j:; @ @] Asia Pacific (Sydney) v genistudents0
e VPC > VPN connections @ ® B2
. A
Firewalls @ You successfully created vpn-0c412b681c04eb50a / Sydney-S25C. X

Firewall policies
Network Firewall rule VPN connections (‘l) Info

groups @ Download configuration Create VPN connection

TLS inspection ( Q. Find resource by attribute or tag ] 1 o
configurations ‘ ‘

Network Firewall resource Name & v | VPNID v | state v | Virtual priv

groups C Sydney-52SC vpn-0c412b681c04eb50a @ Pending vgw-074b8!

VPC endpoint associations 4 CEEEEEEE—— >
¥ Virtual private

network (VPN)

Customer gateways

Virtual private gateways -_

Select a VPN connection 8 v

Site-to-Site VPN
Concentrators

Site-to-Site VPN
connections

Client VPN endpoints

v AWS Verified Access
Verified Access instances

Verified Access trust
providers

Verified Access groups

Verified Access endpoints

@ CloudShell Feedback B console Mobile App Privacy Terms Cookie preferences

© 2026, Amazon Web Services, Inc. or its affiliates.
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Activity 2.2: VPN Configuration on Singapore EC2

Installed VPN software (Libreswan/StrongSwan)

B ec2-user@ip-10-1-1-108:~ X + ~
©® Windows Terminal can be set as the default terminal application in your settings. Open Settings

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\6u4220\Documents\TerminalsAssignment> ssh SingaporeKeypair.pem ec2-user@l13.212.235.91
, #
~\_ o BEEE_ Amazon Linux 2023
e \_HHERHE\
o \### |
\#/ ___  https://aws.amazon.com/linux/amazon-linux-2623
Y~ t—s
/
e v
A/
_/m/"
[ec2-user@ip-18-1-1-188 ~]% sudo yum update -y
Amazon Linux 2823 Kernel Livepatch repository 221 kB/s | 38 kB
Dependencies resolved.
Nothing to do.
Complete!
[ec2-user@ip-18-1-1-108 ~]$ |

BY ec2-user@ip-10-1-1-108:~ X + -
©® Windows Terminal can be set as the default terminal application in your settings. Open Settings

Transaction test succeeded.
Running transaction
Preparing : 1/1
Running scriptlet: unbound-libs-1.17.1-1.amzn2023.0.160.x86_6U 1/5
Installing : unbound-1libs-1.17.1-1.amzn2623.0.16.x86_64U 1/5
Installing : unbound-anchor-1.17.1-1.amzn2023.0.10.x86_64 2/5
Running scriptlet: unbound-anchor-1.17.1-1.amzn2823.8.108.x86_64 2/5
Created symlink /etc/systemd/system/timers.target.wants/unbound-anchor.timer + fusr/lib/systemd/system/unbound-anchor.ti
mer.

Installing : nss-tools-3.90.0-6.amzn2023.0.1.x86_64 3/5
Installing : ldns-1.8.3-2.amzn2823.08.1.x86_56U u/5
Installing : libreswan-4.12-3.amzn2023.6.2.x86_64 5/5
Running scriptlet: libreswan-u4.12-3.amzn2023.0.2.x86_64 5/5
Verifying : ldns-1.8.3-2.amzn2023.0.1.x86_64 1/5
Verifying : libreswan-4.12-3.amzn2023.6.2.x86_64 2/5
Verifying : nss-tools-3.90.6-6.amzn2023.0.1.x86_64 3/5
Verifying : unbound-anchor-1.17.1-1.amzn2023.0.10.x86_64 u/s
Verifying : unbound-1ibs-1.17.1-1.amzn2823.0.16.x86_6U 5/5

Installed:
ldns-1.8.3-2.amzn2623.0.1.x86_64 libreswan-4.12-3.amzn2623.6.2.x86_64
nss—tools-3.90.0-6.amzn2023.6.1.x86_6U unbound-anchor-1.17.1-1.amzn2023.0.10.x86_64
unbound-1ibs-1.17.1-1.amzn2023.0.10.x86_64

Complete!
[ec2-user@ip-18-1-1-108 ~]$ |
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Edited configuration files

& ec2-user@ip-10-11-108:~ X + -
© Windows Terminal can be set as the default terminal application in your settings. Open Settings

GNU nano 8.3 /etc/ipsec.conf
# /etc/ipsec.conf - Libreswan 4.8 configuration file
#
# see 'man ipsec.conf' and 'man pluto' for more information
#
# For example configurations and documentation, see https://libreswan.org/wiki/

config setup
# If logfile= is unset, syslog is used to send log messages too.
# Note that on busy VPN servers, the amount of logging can trigger
# syslogd (or journald) to rate limit messages.
#logfile=/var/log/pluto.log
#
Debugging should only be used to find bugs, not configuration issues!
"base" regular debug, "tmi" is excessive (!) and "private" will log
sensitive key material (not available in FIPS mode). The "cpu-usage"
value logs timing information and should not be used with other
debug options as it will defeat getting accurate timing information.
Default is “none"
plutodebug="base"
plutodebug="tmi"
plutodebug="none"

Some machines use a DNS resolver on localhost with broken DNSSEC
support. This can be tested using the command:

dig +dnssec DNSnameOfRemoteServer

If that fails but omitting '+dnssec' works, the system's resolver is
broken and you might need to disable DNSSEC.

dnssec-enable=no

EE N I TR B R R R R A S S

[ Read 41 lines ]
Help Write out Wi Where Is Wil Execute WY Location Undo Set Mark
Exit Read File W Replace W Justify Wi Go To Line Redo Copy

B ecz-user@ip-10-11-108:~ X + |~

/ete/ipsec.conf Modified
# Linux 5.7 kernel or a kernel with TCP backport (like RHELS 4.18.8-291)
# listen-tcp=yes
# To enable IKE and IPsec over TCP for VPN client, also specify
# tcp-remote-port=4560 in the client's conn section.

# if it exists, include system wide crypto-policy defaults
include /etc/crypto-policies/back-ends/libreswan.config

# It is best to add your IPsec connections as separate files
# in /etc/ipsec.d/
include /fetc/ipsec.d/*.conf
config setup
protostack=netkey

conn Tunnell
authby=secret
auto=start
left=%defaultroute
leftid=13.212.235.91
right=3.166.148.31
type=tunnel
ikelifetime=8h
keylife=1h
keyexchange=ike
leftsubnet=10.1.0.8/16
rightsubnet=18.0.0.8/16
dpddelay=10
dpdtimeout=38
dpdaction=restart_by_peer

[ Help mode enabled ]

Write Out gy Where Is Cut Wl Execute WY Location Undo el Set Mark
Read File [} Replace Paste B Justify Wi Go To Line Redo W& Copy
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BY ec2-user@ip-10-1-1-108:~

GNU nano 8.3 /etc/ipsec.secrets
include /etc/ipsec.d/*.secrets
13.212.235.91 3.106.1U8.31 : PSK "SelVv9veXeF689ZUFrqqOxhJPiw5QJgyY1"

[ Read 2 lines ]
Write Out ii Where Is Cut Ml Execute Me Location Undo Set Mark
Read File [} Replace Paste W Justify Wi Go To Line Redo Copy

Started VPN service and checked status
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"Tunnell": retransmit-interval: 506ms; retransmit-timeout: 60s; iketcp:no; iketcp-port:u45600;

"Tunnell": initial-contact:no; cisco-unity:no; fake-strongswan:no; send-vendorid:no; send-no-esp-tfc:no;

"Tunnell": policy: IKEv2+PSH+ENCRYPT+TUNNEL+PFS+UP+IHE_FRAG_ALLOW+ESN_NO+ESN_YES;

"Tunnell": v2-auth-hash-policy: none;

"Tunnell": conn_prio: 16,16; interface: enX®; metric: ©; mtu: unset; sa_prio:auto; sa_tfc:none;

"Tunnell": nflog—-group: unset; mark: unset; vti-iface:unset; vti-routing:no; vti-shared:no; nic-offload:auto;

"Tunnell": our idtype: ID_IPV4_ADDR; our id=13.212.235.91; their idtype: ID_IPVU_ADDR; their id=3.106.148.31

"Tunnell": liveness: active; dpdaction:restart; dpddelay:16s; retransmit-timeout:68s

"Tunnell": nat-traversal: encaps:auto; keepalive:28s

"Tunnell": newest IKE SA: #1; newest IPsec SA: #2; conn serial: $1;

"Tunnell": IKE algorithms: AES_GCM_16_256—HMAC_SHA2_512+HMAC_SHA2_256-DH19+MODP26848+DH31+DH21+DH268+MODP3672+MODPLE
96+MODP8192, CHACHA20_POLY1305-HMAC_SHA2_512+HMAC_SHA2_256-DH19+MODP20U8+DH31+DH21+DH28+MODP3872+MODPLUO96+MODP8192, AES_
CBC_256-HMAC_SHA2_512+HMAC_SHA2_256-DH19+MODP20U8+DH31+DH21+DH260+MODP3672+MODPUO96+MODPB192, AES_GCM_16_128-HMAC_SHA2_51
2+HMAC_SHA2_256-DH19+MODP26U48+DH31+DH21+DH26+MODP36872+MODPUB96+MODP8192, AES_CBC_128-HMAC_SHA2_256-DH19+MODP26U8+DH31+DH
21+DH26+MODP30872+MODPUE96+MODPB192
8688 "Tunnell": IKEv2 algorithm newest: AES_CBC_256-HMAC_SHA2_256-MODP28U8
060 "Tunnell": ESP algorithms: AES_GCM_16_256—-NONE, CHACHA28_POLY13085-NONE, AES_CBC_256-HMAC_SHA2_512_256+HMAC_SHAl_96
+HMAC_SHA2_256_128, AES_GCM_16_128-NONE, AES_CBC_128-HMAC_SHAl_96+HMAC_SHA2_256_128
060 "Tunnell": ESP algorithm newest: AES_CBC_256-HMAC_SHAl_96; pfsgroup=<Phasel>
eoo
000 Total IPsec connections: loaded 1, active 1
000
000 State Information: DDoS cookies not required, Accepting new IKE connections
000 IKE SAs: total(l), half-open(®), open(®), authenticated(l), anonymous(®)

0800 IPsec SAs: total(l), authenticated(l), anonymous(8)

060

800 #1: "Tunnell":4500 STATE_V2_ESTABLISHED_IKE_SA (established IKE SA); REKEY in 27582s; REPLACE in 28682s; newest; idl
e;

0800 #2: "Tunnell":4508 STATE_V2_ESTABLISHED_CHILD_SA (established child SA); LIVENESS in 2s; REKEY in 2838s; REPLACE in
3U482s; newest; eroute owner; IKE SA #1; idle;

060 #2: "Tunnell" esp.cl541bel@3.166.148.31 esp.5185c9c1@10.1.1.168 tun.B@3.1606.148.31 tun.B@1A.1.1.108 Traffic: ESPin=06
E ESPout=68B ESPmax=2"63B

068

000 Bare Shunt list:

0ee

[ec2-user@ip-16-1-1-108 ~]$ |

ec2-user@ip-10-1-1-108:~ X + -

B ec2 user@ip-10-11-108:~ X * v

[ec2-user@ip-18-1-1-188 ~)$ sudo ipsec status | grep ESTABLISHED

888 #1: "Tunnell":U4568 STATE_V2 IKE_SA (established IME SA); REKEY in 27698s; REPLACE in 28uUu8s; newest; idle;

608 #2: “Tunne 560 STATE_V2_ _CHILD_SA (established Child SA); LIVENESS in 8s; REKEY in 2174s; REPLACE in 32u8s; newest; eroute owner; IKE SA #1; idle;
[ec2-user@ip-18-1-1-188 ~]§ |

The VPN tunnel status was shown as “ESTABLISHED” in the EC2 instance, with active IKE and IPsec
Security Associations. This confirms that the encrypted tunnel is successfully established.
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Encryption, IKE and Best Practices

In this task, the main goal was to create a secure Site-to-Site VPN between the Sydney and
Singapore environments. This means all communication between the two VPCs should be
encrypted and protected from any external access.
To achieve this, | configured Libreswan on the Singapore EC2 instance. This instance acts as the
Customer Gateway (CGW), while AWS manages the Virtual Private Gateway (VGW) on the Sydney
side. During my implementation, setting this up was a bit challenging because even a small mistake
in the configuration files can stop the VPN from working properly
For encryption, | used AES (Advanced Encryption Standard). | chose AES because it is widely used in
the industry, especially in banking and financial systems. It provides strong security while still being
efficient for handling large amounts of data. Compared to older methods like DES or 3DES, AES is
much more secure and is recommended in modern systems.
In addition to encryption, | configured IKE (Internet Key Exchange). IKE is responsible for securely
exchanging keys between the two endpoints. Instead of sending the actual encryption key over the
network, both sides agree on a shared key using a secure process. This reduces the risk of
interception and ensures that only trusted systems can communicate.
During my setup, | faced an issue where the VPN tunnel was not coming up. After checking the
configuration, | realised that | had used the private IP instead of the public Elastic IP in the
configuration. Once | corrected this, the VPN tunnel status changed to “ESTABLISHED"”. This helped
me understand how important it is to use the correct identifiers when setting up secure
connections.
Another important concept in this setup is multiple tunnelling. AWS automatically provides two
VPN tunnels for redundancy. Even though | mainly configured one tunnel for this demonstration,
the second tunnel can act as a backup. If one tunnel fails, the other can continue the
communication without interruption. This is important in real-world scenarios where downtime is
not acceptable.
| also implemented a best practice by configuring the system to automatically restart the VPN if the
connection drops. This ensures that the connection remains stable and reduces manual
intervention.
Overall, this setup follows key security best practices:

e Using strong encryption (AES)

e Secure key exchange using IKE

e Avoiding outdated encryption methods

e Supporting high availability with multiple tunnels

e Ensuring automatic recovery of the VPN connection
From this task, | learned that setting up a VPN is not just about connectivity. It is mainly about
securing the communication and making sure the system remains reliable under different
conditions.

CCC603 | Assessment-5 | Level 6: Diploma in Cloud Computing and Cyber Security | Student ID: 27085022 Page 19 of 28



COLLEGE
Y003€EE e
Task 3: Secure Connectivity Testing

Connected to Sydney EC2 using SSH

PY ec2-user@ip-10-1-1-108:~ X + ~

©® Windows Terminal can be set as the default terminal application in your settings. Open Settings

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.
Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows
PS C:\Users\6u4220\Documents\TerminalsAssignment> ssh SingaporeKeypair.pem ec2-user@l3.212.235.91
#_
H#H#H_ Amazon Linux 2023
\_###EE\

https://aws.amazon.com/linux/amazon-1inux-2023

Last login: Wed Mar 25 21:29:42 2826 from 161.29.164.247
[ec2-user@ip-18-1-1-1088 ~]$
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Uploaded Singapore private key securely

By Login = *
| |E Mew Site Session
File protocol:
SFTP e
Host names; Port number:
54.252.184,147 22 <
User name: Password:
ec-user
Save b Advanced... |‘"l
Tools - Manage hd @ Lagin |"" Close Help

B Show Login dialog on startup and when the last session is closed

Warning ? X |

r

Continue connecting to an unknown server and
| add its host key to a cache?

The host key is not cached for this server:
54.252.194.147 (port 22)

You have no guarantee that the server is the computer you think it is.

The ssh-ed25319 key fingerprint is:
ssh-ed23319 255 xvqiBd+ uEztY nxboeUmvn TzBxCmdFKS1PO0CaCTARS

If you trust this host, select Accept to add the key to Win5CP's cache and
carry on connecting,

If you want to carry on connecting just once, without adding the key to the
cache, select Connect Once,

If you do not trust this host, select Cancel to abandeon the connection.

Copy key fingerprints to clipbeoard

FAccept |"’l Cancel Help

CCC603 | Assessment-5 | Level 6: Diploma in Cloud Computing and Cyber Security | Student ID: 27085022 Page 21 of 28



r

| B4 ecz-user — ec2-user@54.252.194.147 — WinSCP = [m} x
; Local Mark Files Commands Tabs Options Remote Help

[HEDRS Synchronize Lj_,] Queue - - Transfer Settings Default -

| B eco-user@54.252.194.147 % [ NewTab ~

| =

|- & My document - = -7 - = - 14 |\ /.\ @ ec2-us v | /.\ | Find Files | . =~
; New ~ + v New ~ + 7

i C\Users\64220\Documents\TerminalsAssignment\new, Jhomejec2-user/

i - ~

i MName Size Type Changed Name Size Changed Rights Owner

! t. Parent directory 26/03/2026 5:42:51 pm 26/03/2026 2:3441 pm rwxr-xr-x root

; 0 Singapore.pem 2 KB PEM File 26/03/2026 2:36:35 pm 0 Singapore.pem 2 KB 26/03/2026 2:38:35 pm rw-rw-r-- ec2-us...

i 0 Sydney.pem 2KB PEM File 26/03/2026 2:31:56 pm

[ '@S},fdney.ppk 2 KB PuTTY Private Ke.. 26/03/2026 3:42:31 pm

i -| vpn-06a0d34f178cd... 11 KB Text Document 26,/03/2026 3:15:16 pm
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Why Private IP Communication is Used

The main objective of this task was to verify that the communication between the Sydney and
Singapore EC2 instances happens securely through the VPN tunnel using private IP addresses.
To test this, | first connected to the Sydney EC2 instance using SSH. From there, | attempted to
connect to the Singapore EC2 instance using its private IP address. This connection was successful,
which confirmed that the VPN tunnel was working correctly.
The important part of this test was not just making the connection work, but making sure that the
connection only works through private IPs. | also tested accessing the Singapore EC2 using its public
IP from outside, and this was blocked as expected. This shows that the Security Group rules are
correctly configured and not allowing unnecessary public access.
Using private IP communication is very important for security, especially in a banking environment
like SecureBank. If public IPs were used for internal communication, the servers would be exposed
to the internet. This means they could be targeted by attackers, bots, or automated scanning tools.
Even with strong passwords or SSH keys, public exposure always increases the risk.
By using private IPs over the VPN tunnel, the servers are effectively hidden from the outside world.
They do not respond to any public traffic, and they are only accessible from within the secure
network. This reduces the attack surface significantly.
Another advantage of private communication is better control and monitoring. Since all traffic flows
through the VPN, it becomes easier to track and analyse activity. Instead of seeing random external
traffic, we only see controlled internal communication between trusted systems.
During this task, | also noticed that the connection using private IP was faster and more stable
compared to public access. This is because the traffic stays within the AWS network and does not
depend on the public internet.
From a compliance perspective, this approach also supports security standards such as PCI-DSS and
GDPR. These frameworks require sensitive data to be protected and not exposed unnecessarily. By
using private IP communication, we ensure that data remains within a controlled and encrypted
environment.
Overall, this task demonstrated that secure connectivity is not just about connecting two systems,
but about controlling how they communicate. Using private IP addresses over a VPN ensures:

e Reduced exposure to external threats
Secure and encrypted communication

e Better monitoring and control

e Compliance with industry standards
From this, | understood that a properly configured VPN can make two separate environments
behave like a single secure internal network, without exposing any resources to the public internet.
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Task 4: Risk Mitigation, Best Practices & Report

Risk Identification

In this SecureBank VPN implementation, several potential risks were identified during both the
setup and testing phases. Even though the system is functional, these risks can impact security if
not properly managed.

Risk 1: Weak or Outdated Encryption Protocols

One of the main risks in any VPN setup is the use of outdated encryption methods such as DES or
3DES. These older algorithms are no longer considered secure because they can be broken using
modern computing power. If such encryption methods are used, sensitive banking data could be
exposed.

Risk 2: Exposure of Pre-Shared Key (PSK)

The VPN connection relies on a Pre-Shared Key for authentication. If this key is stored insecurely
(for example, in plain text without proper file permissions), it could be accessed by unauthorized
users. This would allow attackers to potentially establish a connection and access internal systems.

Risk 3: Routing Misconfiguration

Another important risk is incorrect routing configuration. If routes are accidentally pointing to the
Internet Gateway instead of the Virtual Private Gateway, traffic may go through the public internet
instead of the secure VPN tunnel. This can expose sensitive data and break the intended security
design.

Risk 4: Overly Permissive Security Groups

During testing, it is common to temporarily allow open access (e.g., 0.0.0.0/0). If this is not
corrected, it can leave EC2 instances exposed to the internet. This increases the risk of brute-force
attacks, unauthorized access, and scanning attempts.

Mitigation Recommendations

To reduce the risks identified above, | applied and recommended several mitigation strategies
based on best practices.

Mitigation for Encryption Risks

To address weak encryption risks, | used AES (Advanced Encryption Standard) for VPN
configuration. AES is currently the industry standard and is widely used in financial systems. It is
important to explicitly disable outdated algorithms such as DES and 3DES in the configuration files
to prevent downgrade attacks.

Mitigation for PSK Exposure

To secure the Pre-Shared Key, | ensured that the ipsec.secrets file has strict permissions. Only the
root user should be able to read this file (e.g., chmod 600). This prevents other users on the system
from accessing sensitive credentials.
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To avoid routing mistakes, | recommend using route propagation in AWS. This allows the Virtual
Private Gateway to automatically manage routes, reducing the chance of manual errors. Regular
review of route tables is also important to confirm that all traffic is flowing through the VPN.

Mitigation for Routing Issues

Mitigation for Security Groups

Security Groups should always follow the least-privilege principle. In my setup, | restricted SSH
access to only my own IP address instead of allowing access from anywhere. This significantly
reduces the attack surface and prevents unauthorized access attempts.

Monitoring and Alerts

Although not fully implemented in this lab, | recommend using AWS CloudWatch to monitor VPN
status and network activity. Alerts can be configured to notify if the VPN goes down or if unusual
traffic patterns are detected. This helps in early detection of issues.

Compliance Alignment

This VPN setup aligns with several well-known security frameworks and industry standards.

AWS Well-Architected Security Pillar

This implementation follows the “Protect Data in Transit” principle. By using a Site-to-Site VPN, all
data between Sydney and Singapore is encrypted before being transmitted. This ensures that even
if traffic is intercepted, it cannot be read.

CIS Benchmarks

The setup also follows CIS recommendations by minimizing exposure. Security Groups are
configured to allow only necessary traffic, and public access is restricted. This reduces the overall
attack surface.

NIST Cybersecurity Framework

This project aligns with the “Protect” function of the NIST framework. Specifically, it focuses on
securing data communication and controlling access to systems. The use of encryption and
restricted access helps protect sensitive information.

PCI-DSS Compliance

Since SecureBank is a financial organization, PCI-DSS requirements are important. This setup
supports PCI-DSS by ensuring:

e Encrypted data transmission

e Restricted access to systems

e Use of secure network design
By using private IP communication over VPN, sensitive data is not exposed to the public internet,
which is a key requirement in PCI-DSS.

Summary of AWS Services Utilized

This project used several AWS services to build a secure and reliable VPN architecture.
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Amazon VPC

VPC provides the isolated network environment for both Sydney and Singapore. It allows full
control over IP ranges, subnets, and routing.

Subnets

Subnets were used to logically separate resources within each VPC. This helps improve organisation
and security.

EC2 Instances

EC2 instances act as the main compute resources. The Singapore EC2 instance also acts as the
Customer Gateway for VPN configuration.

Virtual Private Gateway (VGW)

VGW is attached to the Sydney VPC and is responsible for handling VPN connections on the AWS
side.

Customer Gateway (CGW)

CGW represents the external VPN endpoint. In this setup, it is configured using the Singapore EC2
instance.

Site-to-Site VPN

This service connects the two VPCs securely. It ensures all communication between regions is
encrypted.

Security Groups

Security Groups act as firewalls controlling inbound and outbound traffic. They enforce least-
privilege access.

IAM (Recommended)

IAM can be used to control access to AWS resources and ensure that only authorized users can
make changes.

CloudWatch (Recommended)

CloudWatch can be used to monitor VPN health, detect failures, and trigger alerts.

Architectural Diagram Refinement

The architectural diagram created in Task 1 represents the complete SecureBank VPN setup. It
clearly shows both VPCs, subnets, EC2 instances, and the VPN connection between Sydney and
Singapore.
In this design:

e Each VPCis isolated with its own CIDR range

e EC2 instances are placed inside secure subnets

e The VPN tunnel connects the two environments securely

e The Virtual Private Gateway and Customer Gateway act as controlled entry points
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From a security perspective, the diagram highlights that:
e There is no direct public communication between systems
e All traffic is routed through the VPN tunnel
e Security Groups control access at the instance level

This visual representation helps to understand how all components work together to provide a
secure and private network.

From this overall implementation, | understood that security in cloud environments is not only
about configuring services, but also about continuously monitoring and improving the setup. Even
small configuration mistakes can create risks, so following best practices is very important.
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